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Technological advances have transformed cyberspace into a fertile ground for malicious actors who
seek to disrupt democratic processes. Cyberattacks now extend to tampering with electronic electoral
systems, stealing voter information, conducting cyber espionage, spreading disinformation and
propaganda through the media, and influencing voters via social media. Recent analyses of online
disinformation incidents reveal that "fake news”, driven by mechanisms that amplify its virality, has
been systematically weaponised in digital propaganda campaigns.

These campaigns, orchestrated by state and non-state geopolitical actors, form part of psychological
warfare operations aimed at achieving both short-term tactical successes and long-term strategic goals.
Foreign information manipulation and interference (FIMI) is a deliberate and manipulative strategy
employed by state and non-state actors, often through proxies operating both domestically and
internationally.

According to the European External Action Service (EEAS), FIMI poses a grave threat to fundamental
freedoms, electoral equity, institutional independence, public trust and citizen participation in
governance. It represents a "global, complex, and ever-evolving" challenge® that endangers democratic
values, processes and political stability. By targeting perceptions and decision-making processes,
industrialised disinformation efforts have a profound psychological and structural impact on
governance systems, threatening the democratic fabric of the European Union (EU) and beyond.

Controversies around the COVID-19 epidemic and Russia’s invasion of Ukraine have highlighted the
challenges of disinformation and the need for evidence-based, objective and reliable information for
policymaking. FIMI differs from disinformation in that is carried out by state and non-state actors
outside of their own territory.

Even though the EU has adopted instruments to tackle challenges arising from FIMI, the Union’s ability
to counter adversaries and influence operations needs to be boosted continuously, as adversaries pursue
the use of complex and evolving tactics, techniques and procedures (TTPs) as part of FIMI
campaigns.

To enhance our understanding and mitigation of FIMI attacks, the ATHENA project, funded by the EU
and comprising 14 partners from 11 European countries, has investigated 32 cases of FIMI, identifying
and analysing more than 1,400 articles and news items, and conducting 20 interviews with expert
stakeholders (officials, journalists, political analysts, academics, politicians) in an effort to analyse the
TTPs used by attackers.

The €3.2 million project began in November 2023 and finishes in October 2026. The project is
producing 11 deliverables of which its study of manifestations of FIMI is one. The following
summarises the consortium’s conclusions and recommendations from the case studies submitted to the
European Commission on 2 December. The FIMI case studies range from FIMI sponsored by Russia
and China to North Korea, Turkey, Saudi Arabia, Iran and India.

! st EEAS Report on Foreign Information Manipulation and Interference Threats: Towards a framework for networked
defence, Feb 2023.



Inventiveness of attackers

The range of case studies indicates a proliferation and inventiveness of different tactics, techniques and
procedures (TTPs) employed by FIMI attackers. The case studies show the high adaptability of
disinformation campaigns. Disinformation actors use a wide range of platforms and techniques to evade
detection and spread their messages. Defenders need constant vigilance and adaptation of
countermeasures as malicious actors' tactics evolve.

Deepfake technology is becoming increasingly powerful and accessible. Anyone can create a fake piece
of content. Among the many examples of synthetic media used to disinform, the Russians disseminated
a doctored image of Ukrainian president Zelenskyy to accuse him of being a Nazi and justify their
invasion of Ukraine in February 2022. The public and media need to be aware of deepfakes and their
potential impact, especially in time of national crises or just before elections.

Attribution

Attribution is a challenge. Some attackers cover their tracks well or deny their responsibility. FIMI
analysis requires an understanding of the different types of attackers in disinformation campaigns, their
motivations and TTPs used.

Impact on democracy

FIMI has resulted in the accelerated rise in polarising conspiracies, fake grassroot movements
and fabricated public sentiment, deteriorating our shared reality as members of democratic
societies.

The proliferation of troll farms, alongside the promotion of nationalist fervour that encourages
individuals to share divisive state-endorsed narratives, blurs the lines between genuine public discourse
and orchestrated propaganda. This blurring derogates public participation in genuine and real social
concerns and, instead, amplifies and prioritises fake and divisive narratives.

Although the European Parliament elections concluded on 9 June 2024, disinformation remains a
growing threat to electoral integrity and democratic society. Attackers effectively employ
information warfare techniques (such as content distortion and exploiting breaking news events) to
amplify distrust within the EU, weaken transatlantic alliances and promote politicians sympathetic to
the Kremlin.

Tracking how FIMI spreads

Knowledge of the tactics and techniques used by attackers can serve as a basis for designing pre-
bunking actions aimed at the public to explain how these disinformation agents operate. Pre-bunking
can help citizens detect disinformation traits, become more alert and reduce the effect of disinformation
campaigns.

The case study about Zelenskyy’s moving to the US is an example of how the Russian propaganda
machine amplifies the dissemination of a disinformation narrative. It started with an anonymous
recording posted on a YouTube channel. A group of websites pretending to be media outlets circulated
the disinformation and gave it credibility. Russian state media reproduced the disinformation and gave
it further outreach. A group of influencers and popular personalities talked about what the Russian state
media or Kremlin-controlled pseudo-media published.



These influencers managed to popularise the message on social media and reach their target audience.
Hence, politicians and journalists need to be aware of the risks of legitimising dubious information,
emphasising the dangers of re-publishing, sharing or discussing content from sources with questionable
credibility or concealed identities. The ethics boards of parliaments, journalist unions and media
publishers should develop and implement directives publicly identifying and holding accountable
those who amplify unreliable information.

Governments and fact-checkers should monitor the propaganda agents used to sustain and popularise
similar disinformation narratives and to study how they relate to each other. Also useful would be an
up-to-date catalogue of websites that mimic media outlets commonly used to plant disinformation that
is then amplified by other actors, including the Russian state media. When disinformative content is
detected on these websites, speed is of the essence to mitigate the amplification process. The
intervention of fact-checkers is necessary to debunk the falsehoods and provide evidence to prove lies.
More research is needed on how actors interact with each other when disseminating a disinformation
narrative. Finding patterns of action can help anticipate the next steps the state propaganda machines
will take when they launch a disinformation campaign and help identify the necessary interventions that
can be made to mitigate its impact.

Open standards are needed for collecting and sharing information about disinformation campaigns,
enhancing the interoperability between disinformation monitoring tools, encouraging the use of
intelligent and scalable tools (including explainable Al techniques) to allow for the identification and
monitoring of ongoing disinformation campaigns and their impact in real-time.

Profiting from FIMI

FIMI campaigns can serve both financial and political interests. Various potential threat actors,
including state-sponsored groups, criminal organisations, hacktivists and individuals with malicious
intent, sometimes work together informally toward their shared objective.

The findings in the PAPERWALL case study confirm “the increasingly important role private firms play
in the realm of digital influence operations and the propensity of the Chinese government to make use
of them”. In the case study about Turkish-controlled Northern Cyprus (TRNC), real estate websites
tried to influence perceptions of stability and investment potential in the TRNC. Their involvement
underscores the intersection of political narratives with financial interests. TRNC-based real estate
agencies may have been engaged in the same disinformation campaigns without being centrally
orchestrated.

The “disinformation-for-hire" industry is thriving, with threat actors such as Russia and China using
private firms to conduct their foreign influence campaigns, obfuscating the connections with the
governments. According to an Oxford University study,? in 2020, there were commercial, private firms
disseminating disinformation on behalf of clients in at least 48 countries, nearly double the previous
year, thus making spreading disinformation a profitable enterprise at the cost of social trust and
cohesion.

Governments, industry and others need to be aware of the potential merging of financial and political
motives in FIMI campaigns, even without apparent coordination. Such measures can prevent unwitting
participation in disinformation efforts while protecting economic and societal stability.

2 Bradshaw, Samantha, Hannah Bailey and Philip N. Howard, “Industrialized Disinformation: 2020 Global Inventory of
Organized Social Media Manipulation”, Programme on Democracy & Technology, Oxford, UK, 2021.
https://demtech.oii.ox.ac.uk/research/posts/industrialized-disinformation/
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Measuring FIMI’s impact

Russian disinformation efforts, particularly focusing on social media as a significant battlefield for
information warfare, have been subject to extensive analyses by many Western cybersecurity firms,
intelligence agencies and academic research. However, the effectiveness of these campaigns and the
impact of Western countermeasures remain subjects of ongoing analysis and debate. Fully assessing the
impact of FIMI campaigns and countermeasures is hard, as the assessment needs to disentangle effects
at a personal, local, societal and international level. Also, it requires short-, medium- and long-term
analyses integrating analytics across different social media platforms, combined with knowledge
extraction techniques, public-opinion surveys and ethnographic studies.

The ATHENA consortium considered countermeasures that worked, among which were the
following:

Transparency and communication — Among the best defences against disinformation are transparency,
effective communication and the use of counter-narratives that challenge disinformation targeting the
European Union. Providing EU citizens with discursive elements so that they can evaluate different
situations linked to disinformation implies being self-critical and taking seriously the relationship of
trust between the European institutions and the societies of the different Member States. If trust
deteriorates, victims of disinformation may not completely believe the content of a given FIMI incident,
but they will equally distrust the EU counter-narratives.

Pre-bunking — Pre-bunking will help citizens detect disinformation actions, become alert and thus
reduce the effect of disinformation campaigns. Pre-bunking helps in exposing the tactics used in
disinformation campaigns and empowers citizens to recognize misleading and false information. Pre-
bunking is particularly effective because it aims at educating the public about strategies used by
attackers such as emotional manipulation and enables the citizens to develop critical thinking. Citizen
awareness makes public less vulnerable to manipulated content and in turn, helps to create a more
informed society capable of navigating complex information landscapes.

Whole-of-society approach — The ATHENA case studies show the need for a whole-of-society approach
to counter FIMI. ATHENA partner EU-DisinfoLab concludes that this whole-of-society approach “can
be realistically achieved only if the large variety of actors engaged in countering FIMI speak a common
language. Initiatives such as the DISARM and STIX frameworks provide a common language, set up
to harmonise the monitoring, analysis, assessment, and response to FIMI operations.”

Speed and accuracy — Speed is of the essence in case after case. The rapid and unified response from
international bodies and governments to the attack against UN peacekeepers in Cyprus significantly
limited the potential harm of Turkish disinformation, demonstrating the effectiveness of prompt and
clear communication in countering such narratives.

Reflecting on another case study, a Russian FIMI attack in Germany quickly collapsed the moment that
it became clear that alleged sexual violence victim Lisa fabricated the story about being abused to cover
up her bad grades in school. Quick and transparent communication in events like this plays a key role
in preventing and combatting FIMI.

Preventive surveillance and OSINT — Preventive surveillance measures, such as those employed by the
French army to debunk the attack in Mali, can also be crucial. Open-source intelligence (OSINT) is of
special importance to dismantle the TTPs that are behind the FIMI. Detecting bots and fake accounts or
verifying the concordance between the publication times of several tweets that refer to the same event
are some of the strategies that can help put an end to a FIMI attack of these characteristics.

3 EU-DisinfoLab, op. cit., p. 11.



Rapid alerts and fact-checking — Spain's defence against Russia’s FIMI operation to influence the
national elections was strengthened by EU initiatives such as the Rapid Alert System?, and the smooth
intervention of fact-checkers and media, which effectively decreased the potential influence of the
operation. This case underscores the ongoing need for coordinated efforts to protect democratic integrity
from evolving foreign interference tactics.

Common frameworks — The EU has developed several frameworks to combat disinformation, including
the EU Cybersecurity Strategy® and initiatives through the European Centre of Excellence for
Countering Hybrid Threats®. These bodies help coordinate responses to foreign interference across EU
institutions and Member States, building resilience against cyberattacks and disinformation campaigns
targeting elections.” The EU established the East StratCom Task Force®, part of the European External
Action Service (EEAS), to identify and expose pro-Russian disinformation targeting EU Member
States.

Regulation of political advertising — The European Parliament has agreed a regulation harmonising
political advertising requirements and banning foreign sponsorship of political ads before elections. The
regulation includes provisions for clear labelling of political ads, improved access to financing
information and the establishment of a public repository for online political ads and related data.® By
prohibiting third-country organisations from sponsoring political advertising close to election periods,
the EU aims to mitigate the spread of disinformation and safeguard the integrity of democratic
processes.

Sanctions — Sanctions can play a crucial role in combatting disinformation by restricting individuals or
organisations involved in disinformation campaigns and in turn, reducing their influence. The European
Parliament has also passed a resolution denouncing Russia’s FIMI campaign in the wake of the Voice
of the Europe scandal wherein some Putin / Russia sympathetic MEPs were paid for interviews on the
Russian-controlled medium. The resolution called upon the Council to sanction Kremlin-backed media
outlets, other broadcasting and media organisations, and individuals responsible for propaganda and
disinformation campaigns, in its 14" Russian sanctions package.'

International cooperation

Effective countermeasures against disinformation campaigns require a multi-faceted approach
involving cooperation between governments, private sector entities (especially social media platforms),
civil society and the public. Governments and international organisations should focus on media literacy
initiatives to help citizens critically assess information and resist manipulation. Social media platforms
should enhance their monitoring by investing in advanced algorithms and human moderators to detect
and remove fake accounts and manipulative content. Promoting transparent and inclusive political
dialogue is also crucial to address the root causes of social unrest and reduce vulnerability to external
manipulation.

4 https://www.eeas.europa.eu/eeas/factsheet-rapid-alert-system_en

5 https://digital-strategy.ec.europa.eu/en/policies/cybersecurity-strategy

6 https://www.hybridcoe.fi/

" Koudelka, Michal, and Petr Fiala, “Czechs Bust Russian Network Paying off European Politicians”, Radio
Prague International, 28 March 2024. https://english.radio.cz/czechs-bust-russian-network-paying-european-
politicians-8812632.

8 https://www.eeas.europa.eu/countering-disinformation/tackling-disinformation-information-work-eeas-strategic-
communication-division-and-its-task-forces_und_en?s=2803

9 European Parliament, “European Parliament legislative resolution of 27 February 2024 on the proposal for a
regulation of the European Parliament and of the Council on the transparency and targeting of political
advertising”. https://www.europarl.europa.eu/doceo/document/TA-9-2024-0090_EN.html

10 European Parliament News, “MEPs call for a firm response to counter Russian interference”, 25 April 2024.
https://www.europarl.europa.eu/news/en/press-room/202404191PR20542/meps-call-for-a-firm-response-to-counter-russian-
interference



Governments should establish rapid-response teams trained to debunk FIMI as soon as it emerges. They
can be supported by partnerships with fact-checking organisations, as exemplified by initiatives like
#UkraineFacts. Strengthening international cooperation to facilitate swift information sharing across
borders will help stem the flood of disinformation. Also vital is promoting global partnerships to share
best practices on countering FIMI. The DISARM Red Framework to map TTPs is a good example. The
use of international fact-checking databases should be encouraged to ensure swift identification of
disinformation across different linguistic and cultural contexts.
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Fig. 1: DISARM Navigator

Several of the ATHENA case studies highlighted the effectiveness of rapid fact-checking and
underscored the need for expanded international cooperation. By promoting cross-border information
sharing and expanding global fact-checking networks, practitioners can more effectively counter future
disinformation campaigns. The #UkraineFacts initiative, part of the International Fact-Checking
Network, is an example of successful collaboration, providing a shared database that has played a
critical role in mitigating disinformation during the Russo-Ukrainian war.

European countries should deepen their cooperation in intelligence-sharing mechanisms to swiftly
detect and disrupt foreign interference efforts, particularly ahead of elections.

Transparency and maintaining the public's trust are crucial elements in any response strategy. For
specific actions taken in response to FIMI attacks, citizens and practitioners alike should be able to
consult official sources or reports from credible research institutions, project consortia and think tanks
that focus on disinformation and cybersecurity.

Each of our case studies contains conclusions and recommendations. In the following paragraphs, we
summarise some of the key recommendations.

Networking of projects, sharing knowledge

EU-funded projects such as ATHENA have formed a FIMI cluster, a group of EU-funded projects
working on disinformation to exchange knowledge and leverage impact, but much more could be done
to foster a network of projects focused on disinformation in Europe and beyond, in the US, Canada,
Latin America and elsewhere. Good practice should be shared globally to tackle the scourge of
disinformation and FIMI.

Collaborating with organisations to verify information and expose disinformation and FIMI enhances
the public's understanding of the authenticity and credibility of the information to which they are



exposed. By collaborating with fact-checking organisations, and promoting verified information
through official channels, stakeholders can identify false narratives as part of a FIMI campaign. The
EEAS should prioritise investment in multilingual tracking tools capable of detecting disinformation
across different languages. This would allow for faster identification of manipulative content in different
linguistic and regional contexts.

National governments should strengthen monitoring mechanisms, improve transparency and work more
closely with fact-checking organisations to mitigate the impact of FIMI. Speed is of essence in
countering FIMI and quick and early detection can be developed by leveraging advanced technologies
and data analytics. In addition, media platforms should be regulated to be transparent about their sources
of information. Collaboration with independent fact-checking organisations will reinforce
accountability in information dissemination.

Media literacy

The Eurobarometer published in December 2023*! showed that the main concerns for EU citizens in
the context of the elections in Europe were related to people basing their voting decision on
disinformation (78%), followed by elections being manipulated through cyberattacks (72%), foreign
countries influencing elections covertly (70%) and people being pressured into voting in a particular
way (65%).%2

Fortifying democratic practices necessitates an increase in the public’s media literacy and critical
thinking through well-funded educational campaigns. EU Member States should promote image, audio
and video fact-checking skills to help individuals identify manipulated content and other forms of digital
deception. Promoting media literacy will help the public to recognise and question the authenticity of
the information they encounter. Moderated public forums, debates and media outlets that purposefully
present balanced perspectives on contentious issues could foster critical thinking and decision-
making. This will help build long-term resilience to disinformation across current and future
generations. The widespread use of reverse image search tools® to trace the origin of false content has
proven valuable and should be widely promoted as a best practice.

A key take-away from the case study on the Russian campaign against Western vaccines is the
significant role played by users in halting the disinformation. It underscores the critical importance of
user literacy in recognising and countering such campaigns and preventing their amplification.
Educating users about disinformation tactics can help citizens act as a first line of defence, significantly
reducing the spread and impact of false information.

Individuals should be encouraged to seek multiple sources and question information in public
campaigns. Educational initiatives should enhance the ability to discern manipulative content and
empower the public to identify credible sources. These programs should work in partnership with
credible media organisations to provide accurate information and develop strategies for identifying and
countering disinformation.

Informing the public about expected FIMI attacks is part of raising public awareness. This has been
happening more often since the Russian invasion of Ukraine and especially in advance of the US

1 https://www.europarl.europa.eu/at-your-service/en/be-heard/eurobarometer/plenary-insights-december-2023

2 European Commission, “Defence of Democracy — Commission Proposes to Shed Light on Covert Foreign Influence”, press
release, 12 December 2023. https://ec.europa.eu/commission/presscorner/detail/en/ip_23_6453.

13 Reverse image search tools are used to verify the authenticity and origin of images. These tools allow users to upload or link
to an image and find where it has appeared online, helping to identify whether the image has been reused, manipulated or
misrepresented. For example, they can reveal if a photo claiming to show a current event was actually taken in a different
location or time. Common tools include Google Reverse Image Search, TinEye and Yandex Image Search.
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elections in November 2024.%* This is a welcome form of pre-bunking, advising the public in advance
about an expected attack.

Tighter regulations for digital influence

The EU should expedite the implementation of legislation modelled after the US Foreign Agents
Registration Act (FARA), requiring foreign-funded entities to register, thereby increasing transparency.
Moreover, swift enforcement of upcoming regulations on political advertising will help to curb foreign
interference. Further sanctions should target individuals and entities involved in Russian FIMI efforts,
particularly focusing on those responsible for running disinformation networks like Viktor Medvedchuk
and the Voice of Europe.

The Voice of Europe case study has several recommendations for the EU:

o Strengthen the verification and legitimacy of EU-registered online domains and companies.
This includes implementing stringent measures for fact-checking content and identifying
potential sources of disinformation early.

e Focus on the robust enforcement of existing laws such as the Digital Services Act (DSA)
and General Data Protection Regulation (GDPR) to mitigate the spread of false information
online. These laws should be adapted to better address the challenges posed by
disinformation campaigns.

e Monitor the adequacy of the implementation of the EU Al Act.

e Establish a publicly accessible register for all Members of the European Parliament,
documenting their public appearances and interactions on social media to increase
transparency and mitigate the risks of misinformation.

e Enhance cooperation with international bodies and third countries to prevent the relocation
of disinformation operations to jurisdictions outside the EU's control. This includes
coordinating sanctions and other measures to disrupt financial and logistical support for
these campaigns.

e Implement targeted campaigns to raise awareness about disinformation tactics among EU
citizens, including how to identify and report suspicious content. Enhance digital literacy
programs to build resilience against misinformation.

According to EU DisinfoLab,* the Doppelganger case study calls for a series of European actions to:

e Implement stricter regulations in the domain name industry to protect legitimate entities from
being impersonated. Engaging with domain name registries as the intermediary closest to the
problem of impersonation appears to be the most effective way to address issues such as
impersonation.

e Ensure appropriate measures so that EU-registered software and infrastructure are not exploited
for malicious covert influence operations without facing consequences.

o Emphasise the importance of enforcing existing laws, such as the Digital Services Act (DSA)
and General Data Protection Regulation (GDPR), to their full extent to safeguard users.

e Overcome the lack of accountability for opaque and ill-intentioned organisations by fostering
greater cooperation between institutions that can attribute information operations and those that
enforce laws like trademark laws and the GDPR.

14 «In recent weeks, the intelligence agencies have dramatically stepped up their alerts. Two weeks ago, they warned of post-
election violence. Over the last 10 days, they have now issued three warnings about Russian attempts to undermine faith in
the election. And Jen Easterly, the director of the Cybersecurity and Infrastructure Security Agency, said her organization
would give regular updates Tuesday to inform the public of threats to the election.” Barnes, Julian E., and Steven Lee Myers,
“Russian and Other Groups May Try to Undermine U.S. Elections After Vote”, The New York Times, 4 November 2024.
https://www.nytimes.com/2024/11/04/us/politics/election-threats-russia.html

15 Alaphilippe A., G. Machado, R. Miguel and F. Poldi, “Doppelganger — Media clones serving Russian propaganda”, EU
DisinfoLab in partnership with Qurium, 27 Sept 2022. https://www.disinfo.eu/doppelganger
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e Provide better access to platform data to European researchers (including non-academics from
civil society organisations) working for the public interest under Article 40 of the DSA.®

Gaps in current analysis practices

Based on the analysis of the FIMI case studies, ATHENA partners found important gaps in current
analysis practices. Addressing these gaps can enhance the effectiveness and efficiency of FIMI analyses.

Knowledge management and sharing

A significant deficiency exists in how knowledge and insights are stored and shared. Valuable insights
from past analyses are often inaccessible, leading to duplication of efforts and missed opportunities to
leverage prior work. The need for centralised, easily accessible knowledge repositories—ideally shared
among different analysis teams—is crucial. This would allow analysts to search and retrieve data from
previous cases efficiently. The recent creation of an ISAC (Information Sharing and Analysis Center)*’
in the disinformation domain will gain in value and importance in the fight against disinformation and
manipulation in the coming years.

Reliance on manual analysis and lack of automation

The current analysis process is heavily manual, which is unsustainable given the increasing volume of
FIMI incidents. A semi-automated approach is needed to assist analysts with real-time guidance
during the analysis process, provide insights from previous cases, and algorithmically identify similar
attack techniques. Such an approach could relieve analysts from repetitive tasks, enabling them to focus
on higher-level interpretation and strategic responses. The incorporation and adaptation of tools and
methodologies from the cybersecurity sector will improve the degree of automation in different phases
of the analysis process, such as detection systems, modelling and responding to disinformation
campaigns.

Collaboration barriers and inadequate tool support

Analysts face challenges in collaborating effectively due to limited tools for participatory and real-time
analysis. Improved collaboration platforms are needed to support the sharing of insights, coordinating
efforts on complex cases and ensuring agility in response. Furthermore, inconsistent methodologies and
lack of training may result in variability in analysis quality. To address this, standardised methodologies
and frameworks are needed to ensure consistency, along with enhanced training programs.

Version control and tracking mechanisms

The absence of version control in analysis workflows makes it difficult to document and manage the
evolution of a case or incorporate differing viewpoints. Proper versioning systems are necessary to
ensure that analyses are consistently reviewed, updated and accurately documented, which will facilitate
collaboration and allow for comprehensive tracking of analytical progress.

Tool interoperability issues
Diverse tools and platforms currently in use do not communicate effectively, creating barriers to data

sharing and comprehensive analysis. Improved interoperability through standardised APIs or data
formats will enable seamless integration between systems, leading to more robust, integrative analyses.

16 Art. 40 concerns providing “access to data to vetted researchers. .. for the sole purpose of conducting research that contributes
to the detection, identification and understanding of systemic risks in the Union”.
7 https://disinfo-isac.eu/



Ethical and privacy concerns

Ethical and privacy concerns around the collection and use of social media data remain insufficiently
addressed. The absence of clear ethical guidelines can lead to privacy violations, undermining public
trust. Robust ethical protocols that align with legal standards like the GDPR should be developed to
guide FIMI analysis practices.

Restricted data access

Limited access to essential data from social media platforms significantly restricts the depth of FIMI
analyses. Developing partnerships with social media companies and exploring alternative, ethical data
collection methods will be essential to overcome this barrier.

Scalability and adaptability of analysis methods

The existing methods and tools for analysing FIMI are not scalable or adaptable to evolving
disinformation tactics. Most current systems are too rigid and fail to adjust to new threats. More flexible
frameworks and agile analysis tools are needed to effectively respond to the dynamic nature of
disinformation.

Cybercriminals and governments are creative in their attack strategies, which strengthens the need for
the DISARM Framework so that defenders and researchers can compare the attack strategies of
different players to help in attribution. The development and adoption of comprehensive frameworks
such as DISARM should be pursued to standardise the monitoring, analysis, assessment and response
to foreign influence.
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Fig. 2: Flow diagram highlighting the iterative process of the ATHENA FIMI analysis methodology.
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