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This report explores the psychological and societal dimensions of FIMI campaigns, analysing how
foreign actors manipulate public perceptions, erode trust, and destabilise democratic institutions.
Grounded in psychological theories, case studies, and expert interviews, this study provides insights
and strategic recommendations to counter FIMI.

FIMI differs from general disinformation by its deliberate, foreign-led nature, specifically targeting
a nation’s political, societal, or informational systems. Its impact extends beyond misinformation,
influencing international relations and national sovereignty. These campaigns strategically exploit
emotional narratives to foster distrust and deepen societal divisions, often serving the geopolitical
objectives of authoritarian regimes such as Russia, China, and Saudi Arabia. Our analysis
identifies key TTPs, including framing, repetition, confirmation bias, and appeals to authority,
demonstrating the global and multifaceted nature of FIMI.

This deliverable lays the foundation for subsequent research. The report is structured as follows:
Chapter 2 delves into the psychological tactics used in FIMI campaigns, integrating Aristotle’s
rhetorical appeals (ethos, pathos, logos) with the DISARM framework to analyse how FIMI
actors manipulate public perceptions.
Chapter 3 presents a content analysis of FIMI campaigns, drawing from ATHENA case studies
and survey data to examine target demographics, narrative strategies, and emotional triggers.
The analysis identifies key persuasive techniques such as framing, repetition and confirmation
bias, and examines how these techniques exploit cognitive biases to manipulate public opinion.
The chapter focuses on the specific approaches of various actors, including Russia, China,
Iran, North Korea, Turkey and Saudi Arabia, each tailoring their strategies to achieve
geopolitical objectives. This comprehensive evaluation aims to uncover manipulation
mechanisms, providing a framework for understanding and countering FIMI campaigns. 
Chapter 4 compiles insights from expert interviews, assessing the psychological and societal
consequences of FIMI. The interviews highlight how emotional triggers, such as fear and anger,
and cognitive vulnerabilities are exploited by FIMI actors to influence individual and group
behaviour. The results highlight the importance of coordinated efforts involving multiple
stakeholders to combat FIMI. The interview results highlight critical gaps in current responses,
including challenges in attribution due to online anonymity, insufficient resources for media
literacy and public awareness, and the lack of robust frameworks for analysing and addressing
the structural impact of FIMI. 

https://www.disarm.foundation/


Chapter 5 explores the broader political, societal, and economic ramifications of FIMI. It
examines the psychological impact of disinformation on individuals’ behaviour through
experimental research findings. The chapter details the political and societal consequences,
including the erosion of trust in institutions, fostering of social divisions, and destabilisation of
democratic systems. The Chapter also considers the issues of reduced social cohesion and
increased polarisation and provides insights on economic impacts of disinformation on
economic activities. 
Chapter 6 outlines countermeasures, mapping relevant stakeholders – including policymakers,
academics, and civil society representatives – and assessing their effectiveness. It outlines
dissemination strategies, such as targeted emails, webinars, articles and policy briefs, aiming to
inform stakeholders across the EU and foster collaboration within the counter-disinformation
community. The chapter mentions a recently drafted comprehensive guide for policymakers,
with a dedicated part on FIMI narratives, which explores persuasive tactics used to distort
public perceptions and undermine trust in governance.
Chapter 7 synthesises findings into concrete recommendations, emphasising the need for
enhanced public awareness and education. Digital and media literacy programs can equip
individuals with the skills to critically evaluate information and identify manipulative content,
reducing their susceptibility to disinformation. These initiatives should incorporate de-biasing
techniques and decision aids to counteract the psychological mechanisms exploited in
disinformation. Another key insight underscores the value of strategic counter-narratives. Since
FIMI campaigns heavily rely on emotional and psychological appeals, responses must address
these dimensions effectively. We should aim to resonate with targeted audiences and provide
compelling alternatives to disinformation, as illustrated by the analysis of emotional
manipulation tactics and other persuasive tools. The report highlights the value of experimental
research in evaluating the behavioural impact of narratives.

3

Conclusion
A key takeaway from this research is the necessity of multilateral cooperation. Given the cross-
border dynamics of FIMI campaigns, governments, international organisations, and civil
society must collaborate to share intelligence, coordinate responses, and create frameworks for
joint action.

All in all, combating FIMI requires a holistic, multidisciplinary strategy that integrates public
education, international collaboration, cognitive research, and strategic counter-narratives. By
implementing these measures, stakeholders can strengthen societal resilience, safeguard
democratic institutions, and mitigate the economic, political, and social consequences of
disinformation.
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Foreign Information Manipulation and Interference (FIMI) poses a significant threat to democratic
institutions, economies, and social cohesion in Europe. Several foreign actors exploit digital platforms to
spread disinformation, influence public perception, and disrupt democratic processes for political and
economic gains. Recognising the urgency of countering these threats, the EU has launched initiatives such as
the ATHENA project to strengthen Europe’s resilience against FIMI.

ATHENA investigates the tactics, techniques, and procedures (TTPs) used in 32 documented FIMI cases,
assessing their societal and behavioural impacts. The project aims to develop countermeasures, process and
analyse FIMI data, and create a knowledge graph, a disinformation analysis toolbox, and a dashboard to
monitor FIMI trends and responses. It also examines legal and regulatory frameworks across eight
countries, identifying gaps and areas for policy enhancement at both national and EU levels.

Beyond analysis, ATHENA engages stakeholders through interviews, workshops, and collaboration with
relevant initiatives. It promotes knowledge-sharing, provides training for universities and schools, and
develops tools such as an accessible questionnaire to help individuals identify FIMI threats. The project
remains at the forefront of disinformation research, anticipating emerging trends like deepfakes and AI-
driven manipulation. The ATHENA consortium comprises experts from various sectors, including
cybersecurity firms, universities, fact-checkers, and NGOs, spanning from Ukraine to Ireland and Sweden to
Cyprus.
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